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What's in it for you?

Step through industry standards such as PCI DSS,
GDPR, CCPA, CPRA, ISO 27001, and HIPAA

Evaluate America’s standard for compliance:
NIST guidance and special publications

Understand U.S. state government information
security mandates (e.g. Texas, California,
New York, and others)

Explore best practices to build a credible
compliance and cybersecurity program

Digital Badge
ecfirst also offers a Digital Badge with your 
certification. There is no fee for this service 
and acceptance is totally up to you.

The Industry’s First Program Focused on
Compliance and Cybersecurity Mandates 16
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State of industry
A current cyber assessment
AI cyber risk

State of Cybersecurity
Module
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NIST Cybersecurity Framework
NIST SP 800-53 Rev 5
NIST SP 800-37 Rev 2
NIST SP 800-171

NIST Frameworks and Guidance
Module
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California’s CCPA
23 NYCRR 500 
SB 1386, SB 541 & SB 24
AB 1950, AB 1298, AB 211 & AB 1710
Massachusetts 201 CMR 17.00 & M.G.L. c. 93H
Colorado
Pennsylvania 73 P.S.
Nevada SB 227
Texas privacy rights

U.S. State Regulations
Module
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Who does GDPR impact?
What information applies?
Key GDPR requirements
Right to erasure
Preparing for GDPR enforcement

GDPR
Module
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IRP elements
6 steps of incident response
Incident response plan template

Incident Response Plan (IRP)
Module
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Contingency planning
Business continuity 
RPO, RTO
Data backup plan

Business Continuity Plan (BCP)
Module
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Cyber kill chain
Ransomware cyberattacks

Critical Issues of Today
Module
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Gramm-Leach-Bliley (GLB)
21 CFR Part 11
NERC’s cybersecurity standards
Sarbanes-Oxley act
Federal Trade Commission (FTC)
AICPA, SOC2, PIP & PIPEDA

Regulations and Frameworks:
Getting Started

Module
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Benefits of ISO
ISO 27799
ISO/IEC 27001
ISO/IEC 27002

ISO/IEC 27K Series
Module
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PCI DSS key requirements
Achieving PCI DSS compliance 
Scope & assessment process
Validation approach

PCI DSS
Module
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HITECH Act
HIPAA Final Rule
HIPAA Privacy Rule
HIPAA Security Rule

HIPAA & Other Healthcare
Information Security Regulations

Module
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FIPS
FedRAMP

U.S. Federal Regulations
Module
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Course Outline

Peter.Harvey@ecfirst.com www.ecfirst.bizRequest a CSCSTM Proposal Today
Bring the CSCSTM Program to your Organization




